The General Data Protection Regulation (GDPR)/ Law
Enforcement Directive (LED): Key changes from the Data
Protection Act 1998
OVERVIEW OF KEY CHANGES

The General Data Protection Regulation (GDPR) and Law Enforcement Directive (LED) will both apply from 25 May 2018. The
Regulation will directly replace many of the provisions of our own data protection legislation (the Data Protection Act 1998 (DPA) in
the UK). Many of the GDPR’s main concepts and principles are much the same as those in the current Data Protection Act (DPA),
however there are new elements and enhancements so there is a need to implement some new procedures and do some existing
procedures differently. The LED applies directly to those UK bodies processing personal data for law enforcement purposes, which
will include the Home Office.

The Data Protection Principles, as set out in the DPA, remain but they have been condensed into six, as opposed to eight,
principles. Article 5 of the Regulation states that personal data shall be:

1. Processed fairly, lawfully and in a transparent manner in relation to the data subject.

2. Collected for specified, explicit and legitimate purposes and not further processed for other purposes incompatible with those
purposes.

3. Adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed.

4. Accurate and, where necessary, kept up to date.

5. Kept in a form that permits identification of data subjects for no longer than is necessary for the purposes for which the
personal data are processed.

6. Processed in a way that ensures appropriate security of the personal data including protection against unauthorised or
unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational
measures.

Under the GDPR the supervisory authority has a number of new powers (for the UK the supervisory authority for GDPR is the ICO).
This includes an increase in the upper limit for fines from up to £500,000 or 1% of annual turnover to an upper limit of 20 million
euro or 4% of global annual turnover, whichever is higher (for some infringements and an upper limit of 10 million euro or 2% of
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global annual turnover for others). In addition an ability to issue warnings, carry out audits, require specific remediation (financial
compensation), order erasure of data and suspend data transfers to a third county. Their powers extend to the right to enter
premises for the purposes of monitoring compliance. Importantly some of these powers can be applied to data processors and
controllers, see table below for further information.

So what does this means in practice? You will need to continue to manage and protect information as you do now, whilst also
implementing some new procedures. You need to ensure you are aware of the changes that may affect your business areas
outlined in the below table.

The DPA says The GDPR/ LED says Suggested Action Plan
Subject access
requests must be
responded to within
40 calendar days

Organisations are
permitted to charge a
reasonable fee for
data requests.
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The DPA says The GDPR/ LED says Suggested Action Plan
Data subjects have a
right to be informed:
e what data is held
on them
e the purpose itis
being processed
for

e who it may be
shared with

Data breach
reporting is only
mandatory if the
breach is covered by
the Privacy and
Electronic
Communications
Regulations 2011
and is noted as an
advisory step for
organisations outside
of the PECR.

Under the current
legislation there is no
need for any
business to have a
dedicated DPO
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The DPA says
There is no
requirement for an
organisation to
remove all data they
hold on an individual

Privacy Impact
Assessments (PIA)
are not a legal
requirement under
DPA but has always
been ‘championed’
by the ICO

Data collection does
not necessarily
require an opt-in
under the current
Data Protection Act

The GDPR/ LED says

Suggested Action Plan
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The DPA says The GDPR/ LED says Suggested Action Plan
Liability for data
breaches remains
with the data
controller where a
controller uses a third
party to act as a data
processor (under
legally binding
contract).

Under the DPA there
is no special
protection for
children’s personal
data.

Every data controller
must lodge a formal
notification document
with the 1CO outlining
how personal data
will be processed by
that controller.
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LED only changes

The DPA Says
No logging
requirement under
the DPA. This relates
to the ability of the
data controller to
maintain an audit of
how personal data is
being processed,
including gathered,
accessed, shared,
stored and
destroyed.

L

The LED says Suggested Action Plan
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